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Introduction

The likelihood is if you are currently reading this
playbook, you have drawn the short straw and
been assigned to “take care of GDPR” for your
organisation!

The good news for you is that GDPR should not be
seen as something “we have to do”, it should be
seen as something we want to do as responsible
organisations. The process towards becoming a fully
GDPR compliant organisation is about putting our
staff and patrons at the centre of what we do.

Here comes the shocking bit: much of what is in the
GDPR is already in place under current Data Protection
legislation. We should already be fully compliant and
only need to make a few changes to fall in line with new
additions, but let’s be honest, this is probably not the
case.

We've developed this playbook in partnership with

Eric Hennelly Flanagan, of Riverbank Arts Centre, as

an overview of the General Data Protection Regulation
(GDPR) and a rough guide on the areas you may need

to look at within your organisation. This is not a complete
A-Z guide, instead it has been developed to give pointers
and prompts, and act as a point of reference to help you
on your journey to compliance.

In preparing this guide we would, of course, like to

point out that the content of it has been prepared and

is provided for general information purposes only. It is
not intended to constitute professional legal advice.
Although great care has been taken in its preparation, all
persons using this guide are advised to seek specific legal
advice in relation to any decision or course of action that
they wish to take. The responsibility to become familiar
with the Regulation and comply with its provisions from
25th May 2018 onwards lies with each organisation
individually.

Whilst the GDPR is EU-wide, there may be variances
when transposed into law in different member states.

As Ticketsolve has customers in a number of jurisdictions,
for the purposes of this guide we reference both UK

and Irish legislation. We also make references to both

the Irish Data Protection Commissioner (DPC) for Irish
organisations or Information Commissioner’s Office (ICO)
for UK organisations.

We have broken the guide into key areas to help you
navigate the legal jargon surrounding GDPR.

This document has been designed to help you and your Organisation understand the new GDPR regulation
and the steps you can take to be compliant. It's not designed to offer legal advice and therefore we strongly
recommend you seek professional legal advice about your proposed direction before implementing any

processes. As the data controller, it's important that you put these processes in place with GDPR compliance in
mind and as the data processor, Ticketsolve will provide you with the tools to help with that compliance.
We hope this document will help you achieve this.




What is GDPR?

The EU’s General Data Protection Regulation (GDPR) will
be brought into EU law on the 25th May 2018. It has been
a long time coming, 4 years in fact, and it’s all been done
to bring data protection of consumers up to scratch for
the 21st century.

There has been legislation governing data protection
in Ireland since 1988 (Data Protection Act 1988). It was
amended by the Data Protection (Amendment) Act 2003.

In the UK The Data Protection Act 1998, supersedes the
Data Protection Act 1984 and Access to Personal Files Act
1987. It was amended in 2003. For both jurisdictions,
The British-Irish Agreement Act, 1999, Section 51, dealt
with data protection in cross border bodies.

The introduction of General Data Protection Regulation
will harmonise legislation, not only between Ireland and
the UK, but across all EU member states. So instead of
having 28 different pieces of legislation we’ll have one
single law to protect EU citizens. In the case of the UK,
regardless of the outcome of Brexit, GDPR will be fully
absorbed into UK law.

In tandem with the adoption of GDPR in May 2018,

it is envisaged EU members will also be transposing

The Privacy and Electronic Communications Regulations
(PECR) into law. These regulations govern how you
communicate with your customers using electronic
means, such as email, text messages and cookies etc.
Full details have not been finalised at the time of going
to print.

How will it affect
organisations?

GDPR is all about putting your customers in the driving
seat when it comes to the data that you hold on them.

All organisations that handle the data of EU citizens,
irrespective of where the organisation is located, will have
to comply with these new regulations. Non-compliance
with these new laws may result in significant sanctions,
including fines of up to 4% of annual global revenue.

How will it affect
customers?

As we have mentioned previously, GDPR puts the rights of
EU citizens first when it comes to their data.

We are lucky because most, if not all, Ticketsolve
customers are already extremely careful with customer
data. The implementation of GDPR, therefore, should not
involve huge changes for most.

For other organisations in different industries this
might not be the case, so GDPR aims to give customers
protection against these types of organisations.

GDPR bestows a number of rights to EU citizens that
can be summarised as follows:

¢ the right to be informed

¢ the right of access

¢ the right to rectification

¢ the right to erasure

¢ the right to restrict processing
¢ the right to data portability

¢ the right to object

¢ the right not to be subject to automated
decision-making including profiling

The right to data portability applies:

¢ to personal data an individual has provided to
a controller

¢ where the processing is based on the individual’s
consent or for the performance of a contract

¢ when processing is carried out by automated means
Ticketsolve has worked hard on putting much of this in

place, therefore changes you will need to make should
be minimal.



What is Personal Data?

When we think of personal data we think of things like
name, date of birth, address, contact details etc.
Under EU law, personal data means any information
relating to an identified or identifiable natural person.

An identifiable natural person is one who can be identified
either directly or indirectly.

Personal Data

¢ Individuals’ contact details

¢ Educational background

¢ Financial and payment details

¢ Details of certificates and diplomas education
and skills, nationality, job title, and CV

¢ |P address

Personal Sensitive Data

¢ Data relating to racial or ethnic origin
¢ Political opinions

¢ Religious or philosophical beliefs

¢ Trade-union membership

¢ An individual’s gene sequence

¢ Fingerprints

¢ Facial recognition

Lawful Basis for Data
Processing

There are a number of legal bases in which organisations
can hold and process data. You should look at the various
types of data you hold and process,identify your legal
basis for having it, and document it. This is particularly
important where consent is relied upon as the sole legal
basis for processing data. Under the GDPR, individuals will
have a stronger right to have their data deleted where
customer consent is the only justification for processing.
You will have to explain your legal basis for processing
personal data in your privacy notice and when you answer
a subject access request.

For government departments and agencies, there has
been a significant reduction in the number of legal bases
they may rely on when processing data. Instead, there
will be a general necessity to have specific legislative
provisions underpinning one or more of the methods
organisations use to process data.

All organisations need to carefully consider how much
personal data they gather, and why. If any categories
can be discontinued, do so. For the data that remains,
consider whether it needs to be kept in its raw format,
and how quickly you can begin the process of
anonymisation and pseudonymisation.

We have listed below the types of legal basis that we
think are relevant to arts organisations. There are more,
however we feel that the below will cover all the bases
for you. If you would like to see all of the other legal basis
please visit the ICO or DPC websites.

# Consent - the data subject has given consent to the
processing of his or her personal data for one or more
specific purposes;

# Legitimate Interest - processing is necessary for
the purposes of the legitimate interests pursued by
the controller or by a third party, except where such
interests are overridden by the interests or fundamental
rights and freedoms of the data subject

+ Performance of Contract - processing is necessary for
the performance of a contract to which the data subject
is party or in order to take steps at the request of the
data subject prior to entering into a contract




So, we have the different legal basis for you to process
data from your customers but which ones can you use for
the different types of data processing? We have covered
a few examples below:

Performance of Contract

You can use this as a legal basis in order to contact
your customers about the event they are attending. If
the event has been cancelled, you need to send them a
pre-event email telling the customer about how to get
to the venue or if you want to collect feedback from
them following the event, all this is covered under the
performance of contract.

Legitimate Interest

If you decided to use legitimate interest it is important
that you are careful and responsible when it comes to
sending information to your customers. You must provide
evidence as to why you are using this basis for processing
your customers data.

Legitimate Interest can only be relied on, where the
activity is necessary, and where other legal basis don’t
exist. Organisations need to balance their needs and the
rights and freedoms of the data subject. A full Legitimate
Interest Assessment (LIA) should be undertaken.

We have provided you with a template that you can use
to write your Legitimate Interest Assessment.

Consent

Where as legitimate interest is a grey area and you must
put forward a case to use it, consent is the opposite, it’s
black or white. If a customer wants to hear from you, they
will tick the box, if not they will leave it unticked. Consent
must be explicit, i.e. boxes must not be pre-ticked.

While gaining consent adds an extra layer if you are not

already doing so, organisations should see the positives to

it, as patrons are saying they actively want to engage with
your organisation.

Data processing activities would use consent include
marketing emails (covered also by PECR in UK), 3rd party,
and other activities that sit outside of performance of
contract, and fundraising.

What is PECR?

PECR is short for Privacy and Electronic
Communications Regulations and sits alongside
the current Data Protection Act in the UK and soon
to be GDPR. It is derived from the EU ePrivacy
directive 2002/58/EC. The equivalent law in Ireland
is Statutory Instrument No. 336 of 2011 which is

due to be updated when GDPR becomes law.

PECR gives customers specific privacy rights in
relation to electronic communications such as the
following:

+ marketing calls, emails, texts and faxes;
# cookies (and similar technologies);
# keeping communications services secure; and

# customer privacy as regards traffic and location
data, itemised billing, line identification, and
directory listings.

Whilst GDPR will be fully adopted by all member
states on May 25th, it is not clear what changes will
be made by other member states in relation to EU
ePrivacy directive.




What do you need

to do to be GDPR

compliant?

The first thing to say about becoming GDPR compliant
is that it is an organisation wide concern and all
departments need to play an active part in the journey.
There is little or no point in a Marketing Manager or Box
Office Manager taking on the task, only to have other
departments continuing with bad practices.

Part-time/Casual staff are equally as important in ensuring
your organisation is compliant.

Think about the entire staff and the points of access they
have to data, even minimal, and suddenly you see how
many areas of potential breaches you may have.

The second thing you need to remember is to document
everything. All meetings, work undertaken etc. relating

to GDPR need to be noted. Should issues arise down the
line, it’s best to have a good paper trail of all the steps the
organisation has taken to be compliant.

Hopefully at this point you have a better understanding
of citizens rights and your responsibility to protect them.
We've developed a rough checklist of what you should do
within your organisation in order to become compliant.

1. Carry out Data Processing Audit

The data processing audit is a vital part of the process.
By completing the audit you will show the ICO/DPC that
you have thoroughly thought about each data processing
activity that your organisation undertakes. It will also

get you thinking about what legal basis you have for
processing each data set. We have provided you with

a handy little template that you can use to enable you

to complete this section. We have also given you a few
examples of how the template should be completed.

The main data processing activities that you may
undertake:

¢ Any communication that is to do with an event use the
Performance of Contract legal basis

¢ For brochures and mailings to your customers you may
potentially use the Legitimate Interest approach but
make sure you complete your assessment to show that
this legal basis is the correct one for your organisation.
Best practice would be to get full consent.

¢ Email communication should be done under Consent
with clear opt-ins in place.

¢ Sharing information with 3rd Party organisations must
be done using the Consent basis and each 3rd party
organisation must be clearly identified.

# To contact your customers about your fundraising
activities you must ensure that those customers have
given their Consent for you to do so.



2. Update your Privacy Policy

01. Identify the data controller and Data Processor(s)
and provide the name and contact details of the Data
Protection Officer or nominated person within the data
controller

02. How do you collect personal data (e.g. on-line, face
to face, over the phone)?

03. Explain what personal data you are collecting? (for
example postal address, email,phone, interests, etc.)

04. Purpose? Outline what you intend using the data for.
For example, is it to provide a service to individuals,
to send marketing communications to them (where
they have agreed for you to do so) and/or for
administrative purposes, etc.

05. Detail the individuals’ rights where relevant (i.e.
to withdraw consent, to object to processing, to
request rectification/erasure, submit a Subject Access
Request).

06. Explain that people have the right to lodge a
complaint with a supervisory authority.

07. What legal basis are you relying on to process
the personal data? (e.g. consent, contract, legal
obligation, public interest, vital interests or legitimate
interests)

08. If you are relying on legitimate interests explain what
they are

09. Provide assurances that appropriate safeguards are in
place to ensure personal data is kept secure.

10. Consider whether any data is stored or handled
outside of the EEA (European Economic Area). If it is
state where and what safeguards are in place to keep
it secure. Ticketsolve only has EU based servers but
you may need to check other third parties.

11. Consider whether you are collecting special categories
of personal data and/or children’s data. If so explain
what extra measures you have in place to offer
assurances that it is securely protected.

12. Is the personal data shared with other organisations?
If it is shared provide details of the recipients of the
data.

13. Make reference to your organisation’s data retention
policy?

14. If the provision of data is a statutory or contractual
requirement, or a requirement necessary to enter into
a contract, ensure this is clearly stated together with
any consequences of refusing to supply the data.

15. How recent is your Privacy Policy? In line with theme
of transparency it is good practice to mention that
your privacy policy will be will regularly updated, if
that is true, and to detail when your policy was last
updated (i.e. month/year).

Your Privacy Policy should hold all pertinent information
about your data processing activities. It should include all
information such as:

* The different types of legal basis that you will use to
process data including legitimate interest, consent and
performance of contract

* Your Cookie Policy

¢ Information about how customers can unsubscribe from
receiving information from you

* What third parties, if any, have access to their data

¢ How to contact you with regards to any questions they
have about their data

We have provided you with an example of a privacy policy
you can use which includes all of the above. Obviously,
you will have to tailor the policy to take into account your
approach, but it should give you a good starting point.

3. Review on a regular basis

Now that you have completed your checklist, it is
important that you don’t just lock all of these documents
in a cupboard somewhere and wait until a customer
complains or asks questions. You must keep reviewing
your processes on a regular basis to ensure that each of
your legal basis for processing data are still relevant. We
recommend you review your GDPR policies at least every
6 months, and remember document everything so that
you can demonstrate that you are compliant.



How Does
Ticketsolve Help?

Changes we’re making to help you comply

As your ticketing partner we are acutely aware of the need for
controls over data. We’ve been busy behind the scenes over the past
12 months making changes to our system to comply with GDPR ahead
of the May deadline. Some of the changes are subtle, others are more
apparent. As we continue to develop and enhance the platform, we
will add even more features to help with GDPR compliance.

Changes that you can make
within Ticketsolve now!

Ability to untick opt-in email preference:

Core to GDPR is allowing the customer to ‘opt-in’ rather than having a marketing preference automatically ticked when
a customer gets to that point in the buying process. This is bad practice and you should always have your preferences
as opt-in. If you do have your preferences as opt-out, you can change it very easily by:

Going into Ticketsolve, go to ‘Settings’ > ‘General Settings’ > ‘misc - customer_opt_auto_select’
and untick the checkbox, hit save. It’s as easy as that.

mug Emall Templates  Public Website Snippets  Customer

Settings
s Add \ customer_opt_auto_select (2] show acti
customer =
customer alerts - post_event_customer_alert_enabled Info
customer alerts - post_event_customer_alert_lapsed_time
‘customer alerts - post_event_customer_alert_snippet ) o

customer alerts - post_event_customer_alert_start_time
customer alerts - upcoming_event_customer_alert_enabled
customer alerts - upcoming_event_customer_alert_lead_time
customer alerts - upcoming_event_customer_alert_snippet

3
printing - template_data_customer
reservations - should_warn_customers_when_expiring
validation - customer_required_fields_for_boxoffice I
wvalidation - customer_required_fields_for_online

Save Delete (s
G




Ability to remove unwanted marketing preferences:
As a system default, Ticketsolve will generally display 4 types of marketing preference options.

To remove an option (as an example we’ll use 3rd Party), go to ‘Settings’ > ‘General Settings’ > ‘online display -
display_opt_in_3rd_party’ and untick the tick-box. Hit Save.

=TT T=T=g~

General Emall Templates  Public Website Snippets  Customer Marketing Sources | Box Office Locations = Printer Profiles ~ Subdomains = Account = Help

Settings
+ Add \ display_opt_in_3rd_party ] show inactive
3rd liJ
onine dipay - dispey oot n 3oy B | 1ro
o
i
Save Delete @
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Editing the default system text for all marketing preferences:

Another huge aspect of the new regulation is that all preferences must be granular, unambiguous and easy to
understand. Within Ticketsolve you can edit these options by going to:

‘Settings’ > ‘Public Website Snippets’ > and then choose the setting you’d like to change.
The setting names are;

¢ Email - ‘Public website customer opt-in for email form message’

+ 3rd Party - ‘Public website customer opt-in 3rd party form message’

¢ Mail - ‘Public website customer opt-in for mail form message’

¢ SMS - ‘Public website customer opt-in for SMS form message’

Replace the existing text in the box provided with your desired text and when finished hit save. If you need to include
a URL in your text, you can do this by using ‘*html’.

B TSAdmin  assupport atBox Office  (production_002)
General Settings  Emall Templates  Public Website Snippets = Customer Marketing Sources  Box Office Locations  Printer Profiles  Subdomains  Account  Help ‘
Snippets
s Add %\, public_website_customer_opt_in_for_emai... 5 v
P =
Email amount due message ( 125808315 ) Info

Email message closing remark ( 78 )
Email message for collecting tickets ( 76 ) Language | English v

Email message introduction ( 77 ) Value Would you like more information about our upcoming events or special offers by email? By ticking this box, we will add you to

Email message money voucher instruction ( 81 ) a software system called MailChimp. MailChimp is a marketing automation platform and an email marketing service which

Email message season voucher instruction ( 80 ) doesn't share your information with anybody but allows us to send you extremely pretty emails about our fantastic saeason
ahead. If you don’t like them, you can unsubscribe at any time by dicking the link at the foot of the email you receive. We

Public website all booking disabled message ( 67 ) wont be offended!! For more Information about your data protection and us, visit <a href="http://www.yahoo.com">here</a>

Public website customer customer other form message ( 85 )

Public website customer opt in 3rd party form message ( 125802638 o

Public website customer opt in for mail form message ( 125802637
Public website customer opt in for sms form message ( 125802638
Public website public allocations soldout message ( 89 )

Public website public booking disabled message ( B8 )

Public website sold out message ( 86 )

Restricted event message html ( 125817124 )

Social media connect message { 125812742

Too late for boxeffice phone booking message ( 125846711 )

Tao late for online booking message ( 90 )

©

Take a look at a brilliant example below from our friends at the Pavilion Theatre in Dublin.
They tell the customer everything they need to know, what they are signing up for, what
they will receive and how to unsubscribe.

| agree to the Terms & Conditions (required)

Tick this box to receive updates via E-MAIL. We send one main email every month highlighting our upcoming events
and an additional weekly email to our cinema audience highlighting our cinema programme. If at any stage in the
future you would like to opt out from receiving these emails, please click unsubscribe at the bottom of any of the
emails. (optional)

Tick this box to receive updates via MAIL. We post our season brochure to our customers three times a year.
Occasionally we post out letters highlighting specific shows and special offers. If at any stage in the future you would
like to opt out from receving post from us, please phone our Box Office 01 231 2829 (optional)




Editing Terms and Conditions

As GDPR gets closer, you may need to amend your existing Terms and Conditions and perhaps add a link to a
Privacy Policy held elsewhere. To find this setting go to the tab ‘Settings’ > Public Website Snippets > Public
website terms and conditions.

L e e e R R R T ———

it Templaten. r B Offica Lacations | Priter Profiles  Subdomains | Accawat  Help

+ Add \ public_website_terms_and_conditions [ T —

- @ &

Valve [<p>Wa regret that tickets cannot be exchanged or money refunded after purchase, Your statutory rights are not sffacted. </
<ul>

<>No Cameras - Mo Recording - Management reserve the right to confiscate sffending eauioment</li>
§>Mobile Phones must be switchad off during shows.</li

ket holder assumes all risk of injury and il responsibiity for property lost, destruction or theft and releases the promaters from all ability thereafter />
>This ticket is Aot t0 ba rescid, any violation will render it invalig </l>

>The arganisers resérve the right to refuse ad
>Galway International Arts Festival reserves the right ta make essentlal changes to the programme or cast withaut prior notice. </ii>
>LATECOMERS MAY NOT BE ADMITTED UNTIL A SUITABLE BREAK AND ADMISSION CANNQT BE AUWAYS GUARANTEED</i>
>Galway International Arts Fastival Management resarva the right to make changes to thase Terms & Conditions at any time with

prior natice/li>
privacy Policy:</h4>
li>The Galway International Arts Festival respects your privacy and we protect your personal information you provide when buying tickets. The inform ation you provide will

be used only by curselves to deliver services and to keep you informed and up-to-date with information from the Galway [nternational Arts Festival. We do not forward our
database to cutside companies invoived in marketing. If at any point, you wish to be removed from our database, please do not hesitate to contact us directly.</li>

<fut>

You can add a link to the terms and conditions to show your privacy policy just like Project Arts Centre do below:

r Home <> Shows ™ Gift Shop «2 Make a Donation i Friends & Patrons Login or register ~ Q

v | agree 1o the Terms & Conditions

By attending this/these event(s) you are accepting the following Terms & Conditions and agreeing to be bound by
them and 1o comply by all applicable laws and regulations.

= Attendees should be present at the event to register or collect tickets at least 20 minutes in advance of event
start times.

= Once purchased, tickets cannot be exchanged or refunded, unless the event is cancelled. Al tickets will be
offered subject to availability at the time of booking

= Event management reserve the right of admission, even when tickets have been purchased.

Latecomers will only be admitted at the discretion of event management staff and at an appropriate interval.

Event management accepts no responsibility for possessions lost or stolen on the premises.

Unless otherwise indicated, all graphics, logos and commercial markings are registered trademarks. You

may not use, copy, reproduce, republish, upload, post, transmit, distribute or modify any Trademarks in any

way, including in advertising or publicity pertaining to or distribution of materials, without prior written

consent.

All financial transactions are processed securely by Realex. To see their security policy click here.

Event management reserve the right to make changes to these Terms & Conditions at any time without prior

notice.

Privacy Policy:

« We respect your privacy and protect all personal information you provide when buying tickets. The
information you provide will be used only by ourselves to deliver services and to keep you informed with
news, offers and future events. We do not forward our database to outside companies involved in marketing.
If at any point, you wish to be removed from our database, please do not hesitate to contact us.

(required)

~  While you're at it, why not sign up to our monthly newsletter? (optional)
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Unlimited opt-ins/Permissions

As part of GDPR, you need to be a little bit more granular with what you ask your customers. For example, it’s not good
enough anymore just asking them would they like to ‘receive emails’. You need to ask, would you like to opt-in for email,

then what emails would you like; about events, about fundraising, about arts development and so on (if you go down the

consent path).

We are adding in functionality that will allow you to have as many opt-ins as you want, however we will be providing

best practice around all this as well. If you ask too many questions, this will interfere with the customer journey and will

have an adverse effect on your conversion rates.

Step 1 - Adding Permission option to your Ticketsolve account

e e | ot i s | ot o | o i et ] | | e
Permissions o
\ ol Add ) §§ IMMA 5] o i

2

&
Test(3) Info

Name o [TMMA a

Adive ¥

Description [Please tick this box if you would like to receive e-mails from [MMA about their events.

o

Delete | =,

Step 2 - Activating Permission option on your specific show

Shows | Vemsss | Compenies | Products | Programa | Evant Catageciss | Pricing | Agants | Referrars | Discounts | Halp 1
Shows Runs
o= Add \ Yvonne Rainer - Selected Works [ whowe g
[ i S|
=]
Akram Kahn - Can We Lve With Rabete? (=] | Default ( 126619615 ) Info  Show Description Upload Photos  Properties  Extras seningé Recommendations
Ali Chahrour - Leila's Death ( 873588800

BabEi 1o Hart - Rebels on Pointe ( 872588

key + | account subdomain program show
Christos Papadopoulos/Leon & the Wolf - |
online_sales_guard_time 60
Emma O'Kane - A Life of Play ( 87258880,
English National Ballet - Akram Khan's Gig onsale_time
First Looks - Ruairi Donovan, Iseli-Chidi { arder_ar_codes false
Junk Ensemble - Dolores ( 873588764 )
sl permission_options. -0 @
Lea Mora - (b)reaching stliness ( 8735881
Lz Rache Company - Wrongheaded ( 873! (it fRiaE e R
Oona Doherty - Hard To Be Soft - A Belfas post_event_customer_alert_ena false

Open Studio ( 873588803 )

Patricia Guerrero - Catedral ( 873584321
Philippe Saire - Hocus Pocus ( 873588668, postal_guard_days 5
Rabyn orfin - And 50 you see... { 8735887 preselect_ticket_number 1
Top B Street Dance Battle { 873588692 )

past_event_customer_alert_snij

price_description

L] 3 - Permission - Test

¥ 4 - Permission - IMMA 9

=
save | (%
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Step 3 - How the new Permission looks to the customer

fs from IMMA about their events. o

4 Back to previous step

MailChimp Integration

As our preferred email marketing platform, we’re delighted to see MailChimp make significant changes to help our clients
become GDPR compliant.

Some key elements of MailChimp’s GDPR offering include:

¢ GDPR friendly sign-up forms which provide for a full audit trail.

* Fully customisable fields for opt-ins (special interests, targeted advertising etc.)

¢ Double Opt-In available

# Easy access to personal data for subject access requests.

¢ Opt-Out links are provided with every email sent through MailChimp

The integration of MailChimp with Ticketsolve ensures that Opt-Outs/Out-In are logged and full audit trails exist.

Whilst not a requirement of GDPR, MailChimp allows for double opt-in (customers must click an emailed link to confirm
sign up to your mailing list). Best practice would be to implement it as it would provide you with a better defence should
a complaint arise for use of data. It also ensures your marketing lists are populated only with customers that actively
want to engage.

For your reference here’s a piece from MailChimp on their GDPR tools:
https://blog.MailChimp.com/gdpr-tools-from-MailChimp

MailChimp’s New Data Processing Addendum

As part of MailChimp’s processes, they require you to sign their new data processing addendum. This can be done by
going to the web address https://mailchimp.com/legal/forms/data-processing-agreement/ or you should have had an
email on it. It’s basically asking you the data controller to agree to MailChimp’s new data processing regulations. There
is nothing to worry about here, it is part of what is required from MailChimp as part of GDPR, we will be doing the exact
same thing in the coming weeks.

One other thing to note about MailChimp is that their servers are based in the US, however as part of this new data
processing agreement they have stated that they are a part of the EU-US Privacy Shield, which allows the transfer of
data between the EU and US. As part of GDPR, all EU member states have signed off on this new privacy shield meaning
using MailChimp is GDPR compliant. For more information on the EU-US Privacy Shield, please visit the link below:
https://www.eci.com/blog/16000-what-you-need-to-know-about-the-eu-us-privacy-shield-and-the-gdpr.html
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Summary

We hope this guide has provided some help to you on your journey towards full
compliance.

For our part, Ticketsolve will continue to provide more help and guidance and updates on
developments through our regular emails and blogs. Make sure you are subscribed to our
customer mailing list.

We'd suggest following both DPC and ICO across their various social media channels to
keep up to date with the changes as they happen. Both offices have fantastic resources
on their websites, worth checking out: and

You can, of course, contact our team if you have any questions:

Phone (Ireland): 01 524 0954
Phone (UK): 01865 987 667
Email: talktickets@ticketsolve.com
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Sample Documents
Legitimate Interests Assessment

Purpose

Identify the purpose of the processing and the legitimate interests you intend to rely on:

Assessment Question Response

What are you trying Awareness. We are processing customer data so that customers who have

to achieve with the previously bought tickets with us are aware of any upcoming events that maybe of
processing? interest to them.

What is the purpose We can deliver very specific information to previous visitors on shows that are

of the processing? relevant to them.

Who benefits from The customer benefits by being informed of specific and relevant events that they
the processing? have an interest in attending.

Have you identified
the relevant legitimate
interests?

What are they?

Are the noted interests
identified as specific
legitimate interests under
the GDPR or any other
legislation?
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Necessity

Determine if the processing is necessary:

Assessment Question Response

Can the interests/
objectives be achieved in
an less intrusive way?

Why is the processing
necessary to achieve
your interests/objectives?

Is legitimate interests

a targeted and
proportionate way of
achieving your purpose?
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Balance

Assess your interests against those of the individual and document any safeguarding measures:

Assessment Question Response

Do you have any relationship with
the individual(s)?

Would people expect you to use
their data in this way?

Does the processing have a minimal
privacy impact on the individual(s)?

How does the processing benefit
the individual?

Can you easily and legibly explain
your reasons and interests in a
Privacy Notice?

Are you processing high-risk,
special category or confidential
information?

Are you processing children’s data?

Is any individual likely to find
the processing intrusive or raise
objections?

Is the processing likely to cause any
distress or unwarranted harm?

Do the rights and freedoms of the
individual override your interests?

Where using legitimate interests for
direct marketing, is the individual
given the opportunity to opt-out
during the initial data collection and
via simple, easy to access methods
thereafter?
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Data Processing Audit

Data Audit

Review all your databases, email lists, spreadsheets, paper documents and other lists of personal data.

Description

Why is the data held and
what is it used for?

Basis for processing data
(e.g. consent, legal,
legitimate interest etc)

Who holds the data and
who can access it?

What security controls
are in place?

What security controls
are in place?

Is this covered by our
privacy notice?

Action Required




Data Audit Form Asset Details

Type of Data

Description of data

Employee/Department
responsible

Where the data is stored

Source of the data

Purpose of the data

How the data is
protected in its storage

Usage restrictions

Usage rights

Usage frequency

Retention period

Comments
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Privacy Policy Example

Who we are
Company name, how you value your customer data, how you keep the data safe, and what the policy is about.

Good example from Google:

When you use Google services, you trust us with your information. This Privacy Policy is meant to help you
understand what data we collect, why we collect it, and what we do with it. This is important; we hope you will take
time to read it carefully.

Types of data we collect

Ticketing Data
When you purchase tickets, gift vouchers, merchandise or membership through our Box Office at X location, your name,
email, phone number, and address data number will be stored by our ticketing partner, Ticketsolve.

Online Data

When you book tickets online, data is shared between Sample Organisation Realex (payment gateway), and Ticketsolve
(ticketing platform) in order to process the transaction. Where patrons have opted to provide their details for mailings,
data will be shared with MailChimp (our email partner).

Ticketsolve acts as a data processor on behalf of Sample Organisation (data controller).

Ticketsolve, Realex, MailChimp and Sample Organisation have implemented appropriate technological measures to
protect against accidental loss, destruction, damage, alteration or disclosure.

For more information, please see their privacy notices here:
# MailChimp privacy notice
¢ Ticketsolve privacy notice

¢ Realex privacy notice

Website Cookies

When someone visits our website (www.sample.com) we use a number of third party services to collect standard internet
log information and details of visitor behaviour patterns. We do this to find out things such as the number of visitors to
the various parts of the site, types of devices used, and length of time on pages.

Cookie Data Purpose
Universal _ga These cookies are used to collect information
Analytics about how visitors use our website. We use
(Google) _gali the information to compile reports and to help
us improve the website. The cookies collect
_gat_UA-XXXX information in an anonymous form, including
the number of visitors to the website, device
—gid used, where visitors have come to the website
from and the pages they visited.
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Disabling cookies

You can prevent the setting of cookies by adjusting the settings on your browser. Be aware that disabling cookies
will affect the functionality of this and many other websites that you visit. Disabling cookies may result in the
disabling of certain functionality and features of our website.

Record retention periods

GDPR set’s out the principle that personal data shall not be kept for longer than is necessary for the purpose or
purposes for which it was obtained.

Sample Organisation has the following data retention periods in place:

Category Retention Period

Customer Data

Customer data on Ticketsolve Removed after X years of inactivity
Customer data on MailChimp Removed after X years of inactivity
Consent Forms X years

Photographic Consent Forms X years

Personnel

Records of taxes X years

Records of annual leave, X years

public holiday leave etc.

Recruitment Records X years
(unsuccessful applicants)

Recruitment Records X years
(successful applicants)

Garda Vetting Records X years

Health and Safety Records

Accident/Incident Report Forms X years

Mailing Lists

When you sign up for our mailing list, either at the time of booking or separately through our sign up form, we collect
personal information. We use that information for a couple of reasons: to share information such as upcoming shows;
to contact you if we need to obtain or provide additional information; to check our records are right and to check every
now and then that you're happy and satisfied. We also gather statistics around email opening and clicks using industry
standard technologies to help us monitor and improve our marketing. You can unsubscribe by clicking the unsubscribe
link at the bottom of any of our emails or by emailing our data protection officer DataProtection@Sample.com.

Changes to Our Privacy Policy
We may update review and update this policy. This version was adopted on 1/01/1980.

Access to your personal information

You are entitled to view, amend, or delete the personal information that we hold. Email your request to our data
protection officer DataProtection@Sample.com.
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